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Model split-based data privacy protection
method for federated learning
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Abstract: Split learning (SL) enables data privacy preservation by allowing clients to collaboratively train a deep
learning model with the server without sharing raw data. However, the SL still has limitations such as potential data
privacy leakage. Therefore, binarized split learning-based data privacy protection (BLDP) algorithm was proposed. In
BLDP, the local layers of client were binarized to reduce privacy leakage from SL smashed data. In addition, the
leakage-restriction training strategy was proposed to further reduce data leaks. The strategy combines leak loss of lo-
cal private data and model accuracy loss that enhances privacy while maintaining model accuracy. To evaluate the pro-
posed BLDP algorithm, experiments were conducted on four commonly benchmarked datasets and the leakage loss
and model accuracy were analyzed. The results show that the proposed BLDP algorithm can achieve a balance be-
tween classification accuracy and data privacy loss.
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